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2 7 DEG 1973

The Honorable Robert H. Bork
Acting Attorney General
Department of Justice
Washington, D.C. 20530

Dear Mr. Bork:

Your letter of 14 December 1973 commenting on my memorandum
of 28 November 1973, '""Actions to Control Damaging Security Leaks, '
is much appreciated.

I concur in your view that the concentration should be on pre-
ventive measures as opposed to relying solely on prosecution, and
I am calling on members of the United States Intelligence Board to
give wide dissemination to a memorandum from me which puts
emphasie oa the individual and the need for motivating his personal
commitment for the protection of intelligence. '

You noted in your letter that "There has never been a prosecution
for violation of 8798, transmitting clasesified information relating to
codes and communications intelligence." I am aware of one case,
United States v. Petersen, wherein Petersen, an employee of the
National Security Agency, was indicted under three counts:;"f(,l)

18 U.S.C. 793, (2)18 U.S.C. 798, and (3) 18 U.8.C. 2071.

On 22 December 1954 Petersen entered a plea of guilty to count
(2) of the indictment, One of the reasons for my mentioning this is
that prosecution undér 8 798 is considered somewhat less difficult
for the goverament than under the other statutes. This is believed
to have been a factor, in leading Petersen's attorney, a former NSA
employee, to urge him to plead under & 798 rather than go to trial
on all three counts.
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e of the Attorney General

December 1 4, 1973

Ionorable William ¥

Vige Thaitaan

National Jccurity Counc)
Inteliidgenco Commitiees
Cenvral Intelligence Agencoy

ia Hington, D. C. 20505

Deaxr Mr, Colby:

woranduan 0f November 25, 1%73 oo menbers
0l the Waiional Security Council Intelligence uommittno
coprioned “"Actions to Control Damaging Scecurity Leaks
redquasted cowmments from each menber by Decerber 15
as to the source or sources of recent leaks and measures
vihiich might be adoptod to prevent similar leaks in the
future. The leaks you referred Lo involved the recani
publication of sensitive national securiiy information
s articles appearing in che Washington Post and New York
Tioes.

ne Federal Bureau »f Investligation has advised
that it has no informatism as to the identity of the
source or sourceg 2f the leaks of informaling which
appeared in the ariicles. As vou nmay know, bthe FBI
does not usually conduct investigations o determine
che source of such leaks to the press since any investi-
gation emducted by the Bureau would look toward
P ossecubiomn rat ther thar identifving sources, UnTess
progsecutinog is contemplated, the agency or agenci
originating ,hu classified information, which has been
conpromisad through publication in the press, conducts
its own inguiry to Jocate the source, after which
adnministrative action way be taken against the person
L¥ persms responsible, if they have been ident:fied,
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Yhe nproblems involved in the unauthorized 1eak&ng

of sensitive data have been examined and reexamined by
the Justice Department for many years as part of its
responsibilities under ceriain federal statutes ained

att deterring unauthorized disclosures of national defensge
informacion, whether in the press, to foreign governments,
nr any other unauthorized persons. Currently, there are
a number »f criminal statutes which apply o unauthorized
disclosures of sensitive information. For example,

18 U.B8.C, §7¢3 (gathering, transmitting, or losing defense
rformation); 10 U.8.C. §794 (delivering defense informa-
tion to aid foreign govexnments); and 18 U.S.C. §79¢
(disclosure of classified informatinsn relating to codes,
crypligraphy or communications intelligence) appear to
cover the situations referred to in your memorandum.
Vhere government documents are taken, a prosecution under
13 U.B.C. §541 (thefl of government property) may be
pogsible.

Prosecutions for espionage usually arise where a
person, woo has been identified, transmits, conspires or
attempts Lo transmit, defense information to an agent
of a foreign government in violation »f §8793 and 794,
While these are the usual cases, there have been a few
prosecutions over the years under §793 for disclosing
defense information to persons not acting on behalf of
foreign powers. There has never been a prosacution for
vivlation »f §798, lransmitting classified information
relating o2 codes and communications intelligence; nor
have there been any prosecutions for disclosing national
defense information to the press or for publishing the
same. However, the current laws are adequate to encompass
the latter type of activity and the problems we have
encountered, in the main, hava related to identifying
the source and declassifying the information for prosecution.

We are well aware that foreign intelligence agents
do use the newspapers for gathering defense information,
See, A, Dulles, The Craft of Intelligence, 43-51 (1Y63).
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However, any attempt to prosecute a reporter for writing,
or a newspaper for publishing, articles containing even
the most sensitive national security information, aside
from being extremely controversial, is fraught with
complicated legal and constitutional problems. A civil
action to enjoin publication is wvirtually impossible,

as witnessed by the 1971 Supreme Court decision in

New York Times v. United States, 403 U,.5. 713. The
prosecution of defendants, who are neither newspaper
reporters nor government enployees for theft of govern-
ment property and espionage, is also extremely difficult,
as we have seen in the recent case of United States v.
Anthony J. Russoc and Daniel Ellsberg.,

With any decision to prosecute the source of an
unauthorized leak or the unauthorized recipient of
classified information, in addition to other problems,
we face the prospect of publicly verifying the accuracy
of the vompromised information. In a sense, we are put
in the position of assisting foreign intelligence agen~
cies in determining what is true and what is false,
what is fact and what is fancy, Thus, it has always
been a problem over the vears that the government may
suffer more by prosecuting. We believe, therefore,
that prosecution is not the most effective solution,
but rather greater efforts must be made by the agencies
charged with safeguarding classified data.

The government wust have an effective system for
safeguarding sensitive information and must be able to
rely on officials and employees involved in handling
it., While Executive Order 11652, which became effective
June 1, 1972, has done much to reduce unnecessary clas-
gification, tight security, particularly where employees
in sensitive positions are in contact with the press,
pronpt investigation by the security staffs of the agen=-
cies involved, and effective disciplinary action once
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the source has been identified appear to he the more
realistic measures currently at our disposal. In swa,
while we believe there is no single step which can be
raken o solve this vexing and longstanding probienm,
we are of the view that the conceniration shouid be
sn preventive measures as opposed 10 relying solely
on prosecution.

Sincerely,

RUBBRT H. BORK
Acting Attorney General
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MEMORANDUM FOR: .The Chairman and Members of the NSCIC

SUBJECT: Actions to Control Damaging Security Leaks

REFERENCE: My memorandum, dated 28 November 1973,
subject as above (TS

- 1. The recent spate of unauthorized disclosures of sensitive
intelligence information poses a serious threat to our access to-soﬁe'
important sources of information, and I am convinced tﬁat further
action is necessary.

2. Admittedly the problem is not a new one, as is indicated.by
the materials at Tabs A and B.
| 3. As background information on the scope of the problem, Tab A
is a listing of unauthorﬁzéd disclosures for the period 1958 through
October 1973, as contained in the data bank of the CIA Office of
Security. This machine run tabulation certainly is not a complete
list of unauthorized disclosures, since it does not contain any of
the very flagrant disclosures of the past few weeks, but it is signifiéant
that the Tisting includes 208 separate public disclosures of c1as§ified
intelligence information with no officié] sanction as compared with
11 authorized instances of de]iberatefdisclosure of classified
inte1ﬁgence information. STATINTL
4. These 208 unauthorized disclosures include
[PICK UP MATERIAL FROM[ ______|AS TO THE PUBLICATIONS INVOLVED,
THE WRITERS INVOLVED, AND THE CLASSIFICATION OF THE UNAUTHORIZED
MATERIAL. THIS WILL BE A BRIEF SUMMARY WITH ONLY HIGHLIGHTS
OF THE INFORMATION.]
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5. At Tab B is a chronology of official aetions and correspondence
related to unauthorized disclosure of intelligence materials. I think
it is significant that over a period of years the President has, on
four occasions, emphasized to members of his Cabinet and to heads of
agencies the need to assure against leaks of sensitive information--
President Eisenhower on 23 May 1960, President Johnson on 3 December 1966
and 16 February 1968, and President Nixon on 21 December 1970.

6. President Nixon stated:

"I am becoming increasingly concerned about the disclosure

in public media of classified information bearing upon
important aspects of national security, particularly that
which tends to jeopardize intelligence sources and methods.
Such disclosures present a serious threat to our national
interests and I am determined that the practice of releasing
such- 1nformat1on without proper authorization will be brought
to an end."

7. Responding to President Nixon's memorandum, Mr. Helms reported
on 17 February 1972 that:

"Each member of the USIB has now reported to me on his
implementing actions. These actions include strengthening
existing controls on classified material, reviewing indoctrination
procedures, reducing the number of clearances, and similar
constructive measures. Special attention has been given to
establishing procedures whereby the appropriate intelligence
chief is consulted whenever it is proposed to issue public
statements which may reveal sensitive intelligence information.
In these cases the intelligence chief is expected to assess

the risks involved and to devise methods to protect the

source of such information.”

8. MWhile these strengthened controls and indoctrination
procedures may have reduced the risk of unauthorized disclosure, it is

obvious that they do not go far enough.
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9. What those who release information and those who publish

it may not fully realize is the monetary cost to the U.S. taxpayer
which such leaks can represent. Such costs are difficult to determine

with exactitude in many instances, but when disclosure of a COMINT
codeword system requires complete change in the designator system we
estimate the cost of that action alone is at Teast $500,000. When
disclosure of the manner with which certain information is acquired |
renders that collection system useless (since the target can take
new measures to insure against further access to the data) we lose the
entire invested cost of the collection system, which can amount in
some instances to many millions of dollars.

10. Somehow it is essential that we bring about a change in
attitude on thf part of those who are now disclosing sensitive information
without authority and thbse who publish it without regard to what
their actions mean not only in cost to the security of the Unitéa Statés
but also in monetary costs to the American taxpayer in terms of rendering
expensive collection systems useless.

11. As follow-on measures I am having drafted a legislative proposal
dealing with the protection of sensitive intelligence sources and methods.
[INSERT COMMENT FROM JCHN WARNER AS TO WHAT THIS LEGISLATION IS INTENDED

TO ACCOMPLISH.] I also am preparing materials for dissemination to

USIB principals, with a request that they once again call .the problem ;
REmy DI Tnzin oF THERL Respns) SIS
the attention of t! rse : Pe-y ; RS
FSRTAL PRSTECTI SN OF M T£ D RRC ),

their personpel, [ M SR ALl
12, It would be most helpful if each of you would make the point at

to_the a

meetings and conferences which you attend that continuation of the
present situation in which sensitive intelligence is disclosed wjﬁhout

consideration as to what the costs may be is not tolerable.
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The purpose of this legislation would be to strengthen existing
legislation so as to improve chances of conviction where there
has been an unauthorized disclosure. Hopefully, such a statute

would act as a deterrent.
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28 November 1373

Major General Brent Scowcroft, USAF

Deputy Assistant to the President for
National Security Affairs

The White House

Washington, D. C. 20500

Dear Brent:

I have signed the attached but will hold
the copies for the other members of the
NSCIC until you advise me that it is all nght.
with Secretary Kissinger, in whose name as.
Chairman 1 am speaking. )

Sincerely, -
R . s/ Bill

W. E. Colby
Director

Axtachment-
‘Memo to Members of the NSCIC Subj:

Actions to Control Damaging Secunty
-Leaks (TS 205242/73) '

WEC:blp :

Distribution: ’ ._
-Or1g1na1 - Addressee P
1 - ER -

1 - DCI
1 - D/DCI/IC
1 - DDCI
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-
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73-23/
28 November 1973

Major General Brent Scowcroft, USAF
Deputy Assistant to the President for
National Security Affairs
. The White House '
) Washington, D. C. 20500 ILLEGIB

Dear Brent:
A
I have signed the attached but will hold
the copies for the other members of the
NSCIC until you advise me that it is all right
with Secretary Kissinger, in whose name as
Chairman I am speaking.

Sincerely,

/s/ Bill

W. E,. Colby
" Director

Attachment:

Memo to Members of the NSCIC, Subj:

Actions to Control Damaging Security
Leaks (TS 205242/73)

WEC:blp
Distribution:
')}figinal - Addressee
1 - ER
1 - DCI
1 - D/DCIl/IC
1 - DDCI

L3,y
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